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Executive Summary

Effective in 2 phases during 2026, Nacha shall be implementing the following rule changes:

Subsection 2.2.4 Identification of Unauthorized Entries or Entries Authorized Under False Pretenses
Each non-consumer Originator; each Third-Party Sender (TPS), each Originating Depositary Financial Institution (ODFI); and each Third-Party Service Provider (TPSP) that performs functions on behalf of an Originator, TPS, or ODFI must:
(a) Establish and implement risk-based processes and procedure, relevant to the role it plays in the authorization or Transmission of Entries, that are reasonably intended to identify Entries that are suspected of being unauthorized or authorized under False Pretenses; and
(b) At least annually review these processes and procedures and make appropriate updates to address evolving risks.
These processes and procedures do not require the screening of every ACH Entry individually and do not need to be performed prior to the processing of Entries.
· Phase 1 – March 20th, 2026
· All ODFIs
· 6 million+ in volume during 2023 for non-consumer Originators, TPS, & TPSP
· Phase 2 – June 19th, 2026
· Remainer of non-consumer Originators, TPS, & TPSP
Subsection 3.1.10 Identification of Unauthorized Credit Entries or Credit Entries Authorized Under False Pretenses
Each RDFI must:  
(a) Establish and implement risk-based processes and procedures, relevant to the role the RDFI plays in the connection with the receipt of credit Entries, that are reasonably intended to identify credit entries that are suspected of being unauthorized or authorized under false pretenses including processes and procedure for responding when credit Entries are identified as potentially
(b) At least annually review these processes and procedures and make appropriate updates to address evolving risks.
Thes processes and procedures do not require the screening of every ACH Entry individually and do not need to be performed prior to the processing of entries.  
· Phase 1 – March 20th, 2026
· 10 million + volume during 2023 as RDFI
· Phase 2 – June 19th, 2026
· Remainder of RDFIs



	Highlights of Participants

	1. ODFI – The final line of defense or sending point for transmitting entries to ACH Operator (unless using TPSP as sending point).  The ODFI is at the beginning of the “chain of agreements”, and can therefore monitor Originators and TPS (and ensuring TPS monitors their Nested TPS(s) and Originators) for their compliance with the 2026 rule changes and secure/encrypted transmission of account info.  ODFI has best economies of scale opportunities and payment subject matter experts to establish their own processes and procedures to identify atypical activity from baseline Originator/TPS activity.

2. Originator – Most of their entries are recurring, sent to the same employees, customers, vendors, etc. and are therefore in the best position to identify new Receiver or when an existing Receiver’s information suddenly changes.  Originator needs to ensure authorization of credit Entries is sound and that proper due diligence on the Receiver has been performed.  

3. Third-Party Sender – Acts like an ODFI in its responsibility and rules enforcement of its Nested TPS (if applicable) and Originator relationships before transmitting payments to the ODFI.  

4. Third-Party Service Provider – Whether they assist with an Originator or TPS or act as a sending point for an ODFI, they should ensure secure/encrypted transmission of entries and establish processes and procedures to assist in detecting Entries that are atypical from baseline activity during the origination process.  

5. RDFI – In the best position to know the characteristics of a Receiver who is either the fraudster or in a money mule situation.  May already have monitoring in process per FFIEC BSA/AML requirements, but their role in escalating  possible fraud observed could greatly help reduce credit push fraud on the ACH Network.  




Fraud Statistics:  

FinCEN Suspicious Activity Reporting (SAR):
· 204,927 for 2024 (up 2.5% from 2023, up 131% since 2019)
FBI IC3 Annual Report:
· Business Email Compromise:  $2.8 billion for 2024, though down from 2023’s $2.9 billion, is up 56% versus 2019’s $1.8 billion.
· Data Breach Corporate:  $365 million for 2024, though down from 2023’s $534 million, is up 585% from 2019’s $53 million.
· Impersonation schemes are increasing through 2024.

Nacha quote from New Rules section:

“Regular fraud detection monitoring can establish baselines of typical activity, making atypical activity easier to identify.”

***

Guidance for ODFIs (TPS acting as ODFI)

ODFIs are the most liable ACH participant and should therefore ensure that proper agreements (or chains of) are firmly in place while enforcing the agreement and Nacha Operating Rules with each downstream participant (Originators & TPSs).

ODFI with Originator(s)
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ODFI with Third-Party Sender(s) & Originator(s)
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Agreement and Rules Compliance Monitoring
· Originators – Subsection 2.2.2.1
· Originator must agree to be found by the Rules
· Right of ODFI to audit Originator’s compliance with the Origination Agreement and the Rules
· Right of ODFI to terminate/suspend the agreement for breach of the rules
· Third-Party Senders – Subsection 2.2.2.2
· TPS must agree to be bound by the Rules
· Right of ODFI to audit the compliance with the Origination Agreement and the rules by the TPS, any Nested TPS, or their respective Originators
· Right of ODFI to terminate/suspend the agreement, or any Originator or Nested TPS of the TPS for breach of Rules
· Requires TPS to enter into agreements with Nested TPS(s) and Originator(s) as well as compliance responsibilities

Auditing an Originator/TPS for 2026 Rules Compliance:
· Ensure TPS has proper agreements in place for Nested TPS(s) and Originators(s), along with ensuring compliance to agreements & Rules.
· Originator is using secure/encrypted transmissions of account info with Receiver (Section 1.7)
· Originator obtains authorization from Receivers that comply with legal requirements (Subsection 2.3.1)
· Originator retains authorization within 2 years of termination or revocation (Subsection 2.3.2.7)
· Originator/TPS has established and implemented risk-based process and procedure (2026 rules) + reviewed annually
ODFI Risk-Based Processes & Procedures

ODFI should consider its own risk profile while considering the size and quantity of its Originators/TPS for establishing their own risk-based processes and procedures.  

Red flags for an ODFI to consider reviewing with their risk-based processes and/or procedures:
· Pattern of activity from Originators/TPSs
· New account # and RTN pair never used before
· Same Receiver name but new account/RTN
· Unusual use of SEC Codes or $ amounts
· Sudden spikes or clusters of activity
Escalate with Originator/TPS:
· Utilize contact info established from agreement and onboarding, KYC
· Consider callback with person other than enterer or submitter (record any callbacks?)
· Inquire and document how Originator obtained Receiver’s account information
Other ODFI Considerations
· Require dual control
· Increase education for Staff & Originators
· Communicate both on web & app
· Review internal departments like Originators
· Require “PAYROLL” 2026 description
· Use FRB’s FraudClassifier® Model to track fraud types and for reporting
· Obtain Originator/TPS business hour and mobile phone contacts on file for issues

Guidance for Originators

Majority of ACH Originations are recurring, with repeat payments sent to the same employees, same utilities customers, same vendors, etc.  Thus, Originators should increase focus on the following 2 situations atypical to baseline recurring activity:
1. New Receivers – Due diligence, identity verified, and account info transmitted securely or with encryption
2. Existing Receivers with sudden account info change – Verify with contact info on file (not on a possible phony email), KYC.
Originator – Authorization Process

Subsection 2.3.1 of the Rules emphasizes “Originator must obtain authorization from the Receiver to originate one or more Entries to the Receiver’s account” and “comply with applicable legal requirements (any law, statute, regulation, or any binding published interpretation issued by any government authority (including courts), and any judicial, governmental, or administrative order, decree, or ruling)”.

The authorization signed or similarly authenticated by the Receiver should be a legally binding document that represents the Receiver.  Communications such as an email or text, both unencrypted and unsecure, does not fit compliance with applicable legal requirements.  

Examples of ACH credit authorizations:
· Written authorization form
· Secure HR portal
· Voided physical check
Such documented authorizations that comply with legal requirements should be retained by Originator for 2 years after termination/revocation and be readily available within 10 banking days for any RDFI requests (Subsection 2.3.2.7).

Use of Micro-Entries could assist in the authorization process, along with its follow-up communications with the Receiver building trust between the Originator and Receiver participants.



Originator – Transmission Process

Per Section 1.7, transmission of banking information (any Entry, routing number, account number) between “a Receiver and an Originator” must be either encrypted or via secure session.  Any email transmissions of Entries or account information would be contrary to the Rules.

When the Originator receives Entries or account information from Receiver, they are in the best position to understand if what they received is typical or atypical to baseline activity of their Receivers.

Something atypical could be:
· New recipient of an ACH payment
· Existing recipient suddenly changes account info (verify with contact on file)
· Unusual $ amount requested
· Clusters of payments to same recipient

Guidance for RDFIs

The RDFI is in the best position to know their account holders from the due diligence during account opening, continued interactions with them, and hosting deposit data to review for trends or patterns.  

RDFIs should consider their own risk profile while considering the size and quantity of account holders and deposit accounts for establishing their own risk-based processes and procedures.  

Red flags for an RDFI to consider with received ACH credits:
· Aggressive new account activity
· Sudden activity from dormant account
· Sense of urgency to withdraw or transfer large amount received
· Atypical activity from usual account behavior
· SEC code mix-up (CCDs to personal account)
· Clusters of received payments
· Name mismatch

Escalation of Suspected Fraud by RDFI
The 10/1/24 and 4/1/25 Nacha Rules updates provided several response capabilities for suspected as unauthorized or authorized due to False Pretenses, whether they detect it or not:
· Subsection 3.3.1:  RDFIs may exempt suspected credits from funds availability requirements and in doing so, must take reasonable attempts to promptly notify ODFI

· Appendix Four – Return Entries:  R17 now includes authorized under False Pretenses in addition to being unauthorized 

Other RDFI Considerations

Controls for early funds availability
· By account type:  Consumer vs. Non-Consumer
· By types of deposits, such as SEC code or by description (“Payroll”)
· Provide benefit for established active account holders versus newer or dormant/inactive
· Limits on what is offered early before settlement
Interdepartmental communications
· Clear lines of communication between frontline and departments to understand roles and responsibilities with ongoing transaction monitoring and escalation of a suspected credit
Implement procedures and processes for responding to suspected ACH credits:
· Establish when escalation is necessary, how entries are escalated (method/timing), to whom they are escalated, and documentation  
· Consider when appropriate reporting, such as FinCEN’s Suspicious Activity Report (SAR) maybe be appropriate or required
· Decide if and when to invoke funds availability exemption (subsection 3.3.1)
· How to contact ODFI (Nacha’s Contact Registry, FRB E-Payments Routing Directory, etc.)
· Decide involvement of Receiver’s relationship manager who may have valuable insight into Receiver’s activities
· Consider if/when to involve the Receiver



Education for Receivers (or Account Holders)
· How communication of security risks are delivered, such as sending to both web and app versions of online platforms and other secure or valid communications
· Provide content to Receivers on topics such as:
· Money mule schemes
· Product and service scams
· Only send funds to known party
· Different scams and schemes
· Evolving fraud trends
Education for RDFI Staff
· Continuing education for staff on payments and risk, whether for accreditation or not
· Utilize accredited staff to build training programs for internal staff, update as appropriate
· Utilize other training options, such as Payment Association resources
· Annual ACH training for all staff members

About Center for Payments™ (C4P)
The Center for Payments is a joint program sponsored by 9 Payments Associations for the purpose of helping members and staff better prepare for the continued evolution in U.S. payment systems. The mission of the Center for Payments is to advance the payments industry as a united voice through market intelligence and thought leadership. This program further enhances the value of membership in the participating associations. Current participants in the program include: ePayResources, EPCOR, NEACH, PaymentsFirst, SHAZAM, Southern Financial Exchange, The Clearing House Payments Authority, UMACHA, and Wespay. These associations represent over 10,000 financial institution members, businesses and stakeholders with an interest in U.S. payment systems. Find out more at centerforpayments.org or contact info@centerforpayments.org.
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